QUESTION 301
How many bits are contained in each field of an IPv6 address?(7.3.2-1)
A. 24
B. 4
C. 8
D. 16
Answer: D
Explanation/Reference:
QUESTION 302
By default, each port in a Cisco Catalyst switch is assigned to VLAN1. Which two recommendations are key to avoid unauthorized management access? (Choose two.)(2,4,7-1)(3.1.2-1)
A. Create an additional ACL to block the access to VLAN 1.
B. Move the management VLAN to something other than default.
C. Move all ports to another VLAN and deactivate the default VLAN.
D. Limit the access in the switch using port security configuration.
E. Use static VLAN in trunks and access ports to restrict connections.
F. Shutdown all unused ports in the Catalyst switch.
Answer: BF
Explanation/Reference:
題目要求管理未經授權的訪問，這裏我們可以將管理vlan設置成其他的，並且把所有不使用的介面都關閉這是最簡單也是比較有效的方法err-disable














QUESTION 303
Which Cisco Catalyst feature automatically disables the port in an operational PortFast upon receipt of a BPDU?(5.4.9-3)
A. BackboneFast
B. UplinkFast
C. Root Guard
D. BPDU Guard
E. BPDU Filter
Answer: D
Explanation/Reference:
bpduguard如果開啟了。那麼在access介面接受到了bpdu的話，switch認為可能是一種攻擊。會將介面進入err-disable
QUESTION 304
Which type of cable is used to connect the COM port of a host to the COM port of a router or switch?(10.2.3-1)
A. crossover
B. straight-through
C. rolled
D. shielded twisted-pair
Answer: C
Explanation/Reference:
com-com使用的是rolled線纜
QUESTION 305
What is known as "one-to-nearest" addressing in IPv6?(7.4.2-2)
A. global unicast
B. anycast
C. multicast
D. unspecified address
Answer: B
Explanation/Reference:





QUESTION 306
Which option is a valid IPv6 address?(7.3.2-1)
A. 2001:0000:130F::099a::12a
B. 2002:7654:A1AD:61:81AF:CCC1
C. FEC0:ABCD:WXYZ:0067::2A4
D. 2004:1:25A4:886F::1
Answer: D
Explanation/Reference:
A.只能一個冒號
B.應該8個欄位
QUESTION 307
Which layer of the OSI reference model uses the hardware address of a device to ensure message delivery to the proper host on a LAN?(9.1.4-1)
A. physical
B. data link
C. network
D. transport
Answer: B
Explanation/Reference:
物理位址是在datalink上用來定址的，比如說乙太網的mac位址
QUESTION 308
Which layer of the OSI reference model uses flow control, sequencing, and acknowledgements to ensure that reliable networking occurs?(4.1.2-1)(4.2.3-1)
A. data link
B. network
C. transport
D. presentation
E. physical
Answer: C
Explanation/Reference:





QUESTION 309
What is the principle reason to use a private IP address on an internal network?(6.2.5-1)
A. Subnet strategy for private companies.
B. Manage and scale the growth of the internal network.
C. Conserve public IP addresses so that we do not run out of them.
D. Allow access reserved to the devices.
Answer: C
Explanation/Reference:
內部網路使用了私有位址，如果不使用nat的話我們是沒辦法訪問外部網路的。
因為公共網路不會給私有位址路由
QUESTION 310
Which IP address can be assigned to an Internet interface?(6.2.5-1)
A. 10.180.48.224
B. 9.255.255.10
C. 192.168.20.223
D. 172.16.200.18
Answer: B
Explanation/Reference:
QUESTION 311
What will happen if a private IP address is assigned to a public interface connected to an ISP?(6.2.5-1)
A. Addresses in a private range will be not routed on the Internet backbone.
B. Only the ISP router will have the capability to access the public network.
C. The NAT process will be used to translate this address in a valid IP address.
D. Several automated methods will be necessary on the private network.
E. A conflict of IP addresses happens, because other public routers can use the same range.
Answer: A
Explanation/Reference:
內部網路使用了私有位址，如果不使用nat的話我們是沒辦法訪問外部網路的。因為公共網路不會給私有位址路由

QUESTION 312
When is it necessary to use a public IP address on a routing interface?(6.2.5-1)
A. Connect a router on a local network.
B. Connect a router to another router.
C. Allow distribution of routes between networks.
D. Translate a private IP address.
E. Connect a network to the Internet.
Answer: E
Explanation/Reference:
如果在網路中使用了公有位址。那麼肯定是想將網路鏈入internet
QUESTION 313
What is the first 24 bits in a MAC address called?(9.3.2-2)
A. NIC
B. BIA
C. OUI
D. VAI
Answer: C
Explanation/Reference:
mac位址的前24為稱為組織唯一標識（OUI）也就是固定分配的
QUESTION 314
In an Ethernet network, under what two scenarios can devices transmit? (Choose two.)(9.4.2-1)
A. when they receive a special token
B. when there is a carrier
C. when they detect no other devices are sending
D. when the medium is idle
E. when the server grants access
Answer: CD
Explanation/Reference:
考查的CSMA/CD問題，在ethernet中如果檢測到沒有其他的設備在發送資訊，網路是空閒狀態，那麼自己才發送資訊


QUESTION 315
Which term describes the process of encapsulating IPv6 packets inside IPv4 packets?(7.3.5-1)
A. tunneling
B. hashing
C. routing
D. NAT
Answer: A
Explanation/Reference:
將ipv6的包封裝成ipv4的包。那麼這裏顯然使用的是6-to-4tunnel達到ipv6和ipv4的相容問題
QUESTION 316
Which statement about RIPng is true?(7.3.6-2)(7.3.8-1)
A. RIPng allows for routes with up to 30 hops.
B. RIPng is enabled on each interface separately.
C. RIPng uses broadcasts to exchange routes.
D. There can be only one RIPng process per router.
Answer: B
Explanation/Reference:
在配置ripng的時候。我們需要到街口下一個一個敲命令 ipv6 rip X
QUESTION 317
Which statement about IPv6 is true?(7.3.1-2)(7.3.6-2)
A. Addresses are not hierarchical and are assigned at random.
B. Only one IPv6 address can exist on a given interface.
C. There are 2.7 billion addresses available.
D. Broadcasts have been eliminated and replaced with multicasts.
Answer: D
Explanation/Reference:
ipv6在位址規劃的時候並沒有ipv4的broadcast，但是新增了一個anycast



QUESTION 318
Which line from the output of the show ip interface command indicates a layer 1 problem?(8.4.2-2)
A. Serial0/1 is up, line protocol is down
B. Serial0/1 is down, line protocol is down
C. Serial0/1 is up, line protocol is up
D. Serial0/1 is administratively down, line protocol is down
Answer: B
Explanation/Reference:
layer 1 如果出現了問題。那麼介面肯定是一個雙down，這裏B是自然down而D是管理型關閉。這裏大家要注意
QUESTION 319
A network admin wants to know every hop the packets take when he accesses cisco.com. Which command is the most appropriate to use?(11.4.2-1)
A. path cisco.com
B. debug cisco.com
C. trace cisco.com
D. traceroute cisco.com
Answer: D
Explanation/Reference:
問怎麼知道cisco.com的packet經過的路徑。那麼我們需要時用traceroute來查看到達cisco.com所經過的下一跳
QUESTION 320
When a host transmits data across a network to another host, which process does the data go through?(7.3.5-3)
A. standardization
B. conversion
C. encapsulation
D. synchronization
Answer: C
Explanation/Reference:
資料在通過一個網路到另一個網路的時候.我們需要進行資料包的封裝.比如說封裝ip頭部.二層頭部等信息.從而保障網路定址
QUESTION 321
An administrator attempts a traceroute but receives a "Destination Unreadable" message. Which protocol is responsible for that message?(6.6.5-1)
A. RARP
B. RUDP
C. ICMP
D. SNMP
Answer: C
Explanation/Reference:
問這個message是什麼提供的.我們一看這個肯定是icmp的回包
QUESTION 322
Which two commands correctly verify whether port security has been configured on port FastEthernet 0/12 on a switch?(choose two)(2.3.6-1)
A. SW1#show swithport port-security interface FastEthernet 0/12
B. SW1# show swithport port-secure interface FastEthernet 0/12
C. SW1# show port-secure interface FastEthernet 0/12
D. SW1#show running-config
Answer: CD
Explanation/Reference:
QUESTION 323
Which component of VPN technology ensures that data can be read only by its intended recipient?(6.3.4-1)
A. data integrity
B. encryption
C. key exchange
D. authentication
Answer: D
Explanation/Reference:
哪個VPN元件可以確保資料只能讓預定的人讀取







QUESTION 324
Refer to the exhibit.What is the effect of the configuration that is shown?(4.2.4-4)
[image: ]
A. It tells the router or switch to try establish an SSH connection first and if that fail to use telnet.
B. Itconfigures a cisco network device to use the SSH protocol on incoming communications via the virtual terminal ports.
C. It allows seven failed login attempts before the VTY lines are temporarily shutdown.
D. It configures the virtual terminal lines with the password 030752180500.
E. It configures SSH globally for all logins.
Answer: B
Explanation/Reference:
此條命令允許5條SSH虛鏈路


















QUESTION 325
Which of the following are true regarding the debug output shown in the graphic?(choose two)(5.3.3-1)
[image: ]
A. This router was configured with the commands:
RtrA(config)#router rip
RtrA(config-router)#version 2
RtrA(config-router)#network 172.16.0.0
RtrA(config-router)#network 10.0.0.0
B. This router was configured with the commands:
RtrA(config)#router rip
RtrA(config-router)#network 172.16.0.0
RtrA(config-router)#network 10.0.0.0
C. Network 10.0.0.0 will be displayed in the routing table.
D. Network 192.168.168.0 will be displayed in the routing table.
E. This router was configured with the commands:
RtrA(config)#router rip
RtrA(config-router)#network 192.168.1.0
RtrA(config-router)#network 10.0.0.0
RtrA(config-router)#network 192.168.168.0
F. split-horizon was disabled on this router.
Answer: BC
Explanation/Reference:
從資訊中可以看到協定為RIPv1，192.168.168.0in 16 hops，將要從路由表中清除

QUESTION 326
The network administrator is asked to configure 113 point-to-point links.Which IP addressing scheme Best defines the address range and subnet mask that meet the requirement and waste the fewest subnet And host addresses?(6.5.1-1)
A. 10.10.0.0/18 subnetted with mask 255.255.255.252
B. 10.10.0.0/25 subnetted with mask 255.255.255.252
C. 10.10.0.0/24 subnetted with mask 255.255.255.252
D. 10.10.0.0/23 subnetted with mask 255.255.255.252
E. 10.10.0.0/16 subnetted with mask 255.255.255.252
Answer: D
Explanation/Reference:
113個point-to-point鏈路而不是IP。每個鏈路需要2個有效的IP位址，即2個主機位元。113個需要7位元，一共需要9位，所以遮罩為23
QUESTION 327
VLAN 3 is not yet configured on your switch.What happens if you set the switchport access vlan 3 commmand interface configuration mode?(3.3.2-2)
A. The command is accepted and the respective VLAN is added to vlan dat.
B. The command is rejected.
C. The command is accepted and you must configure the VLAN manually.
D. The port turns amber.
Answer: A
Explanation/Reference:
在PT和真機環境下回自動創建vlan。切莫用路由器的IOS做此實驗。
QUESTION 328
Which parameter can be tuned to affect the selection of a static route as a backup.when a dynamicprotocol is also being used?(3.4.1-1)
A. link bandwidth
B. hop count
C. link cost
D. administrative distance
E. link delay
Answer: D
Explanation/Reference:
選擇路由先看管理距離，小的優先
QUESTION 329
Refer to the exhibit. In the Frame Relay network, which ip address would be assigned to the interfaces with point-to-poin PVCs?(3.2.2-1)
[image: ]
A. DLCI 16:192.168.10.1/24
DLCI 17:192.168.10.2/24
DLCI 99:192.168.10.3/24
DLCI 28:192.168.10.4/24
B. DLCI 16:192.168.10.1/24
DLCI 17:192.168.11.1/24
DLCI 99:192.168.10.2/24
DLCI 28:192.168.11.2/24
C. DLCI 16:192.168.10.1/24
DLCI 17:192.168.11.1/24
DLCI 99:192.168.12.1/24
DLCI 28:192.168.13.1/24
D. DLCI 16:192.168.10.1/24
DLCI 17:192.168.10.1/24
DLCI 99:192.168.10.2/24
DLCI 28:192.168.10.3/24
Answer: B
Explanation/Reference:
虛鏈路為點對點，R2為子介面，每條虛鏈路各自一個網段


QUESTION 330
Why will a switch never learn a broadcast address?(9.6.3-2)(2.1.1-5)
A. Broadcast frames are never sent to swiches.
B. Broadcast addresses use an incorrect format for the switching table.
C. A broadcast address will never be the source address of a frame.
D. Broadcasts only use network layer addressing.
E. A broadcast frame is never forwarded by a switch.
Answer: C
Explanation/Reference:
QUESTION 331
Wich command can you use to manually assign a static IPV6 address to a router interface?(7.3.7-2)
A. ipv6 address PREFIX_1::1/64
B. ipv6 autoconfig 2001:db8:2222:7272::72/64
C. ipv6 autoconfig
D. ipv6 address 2001:db8:2222:7272::72/64
Answer: D
Explanation/Reference:
IPv6在路由器上設置位址的命令


















QUESTION 332
The EIGRP configuration in the Glencoe router uses a single network statement.From the output shown in the graph would advertise these networks in EIGRP?(9.2.4-1)
[image: ]
A. network 172.26.168.0 area 478
B. network 172.26.0.0
C. network 172.26.168.128 0.0.0.127
D. network 172.26.168.128 area 478
Answer: B
Explanation/Reference:
此處要求用一條命令宣告
QUESTION 333
Which IPsec security protocol should be used when confidentiality is required?(6.3.7-1)
A. AH
B. MD5
C. PSK
D. ESP
Answer: D
Explanation/Reference:
封裝安全載荷協議Encapsulating Security Payload（ESP）



QUESTION 334
What is the function of the command switchport trunk native vlan 999 on a…(此處文字不清楚).?(3.2.1-4)
A. It designates VLAN 999 for untagged traffic.
B. It blocks VLAN 999 traffic from passing on the trunk.
C. It creates a VLAN 999 interface.
D. It designates VLAN 999 as the default for all unkown tagged traffic.
Answer: A
Explanation/Reference:
設置vlan999為本征vlan，交換機默認本征vlan為vlan1.此題正確答案為A.
QUESTION 335
Which command can be used from a PC to verfy the connectivity between host that connect thro…(字體不清)…?(11.4.2-1)
A. tracert address
B. ping address
C. arp address
D. traceroute address
Answer: A
Explanation/Reference:
traceroute是路由器的命令
QUESTION 336
In which solution is a router ACL used?(5.1.3-1)
A. protecting a server frome unauthorized acces
B. controlling path selection,based on the route metric
C. reducing router CPU utilization
D. filterring packets that are passing through a router
Answer: D
Explanation/Reference:
ACL應用在路由器，提供包過濾的功能


QUESTION 337
Which statement is true, as relates to classful or classless routing?(6.1.1-3)(6.1.4-1)
A. RIPV1 and OSPF are classless routing protocols.
B. Classful routing protocols send the subnet mask in routing updates.
C. Automatic summarization at classful boundaries can cause problems on disc……
D. EIGRP and OSPF are classful routing protocols and summarize routes by def……
Answer: C
Explanation/Reference:
自動匯總會將IP位址匯總為主類位址，必須手動關閉
QUESTION 338
A router has two FastEthernet interfaces and needs to connect to four vlans in the local network. How can you accomplish this task,using the fewest physical interfaces and without decreasing network performance?(6.1.2-5)
A. Add two more FastEthernet interfaces.
B. Add a second router to handle the vlan traffic.
C. Use a hub to connect the four vlans with a FastEthernet interface on router.
D. Implement a router-on-a-stick configuration.
Answer: D
Explanation/Reference:
設置一個單臂路由
















QUESTION 339
Refer to the exhibit.How many broadcast domains are configured on switch2?(2.3.6-1)(3.1.1-3)
[image: ]
A. 5
B. 20
C. 4
D. 1
Answer: C
Explanation/Reference:
一個vlan就是一個廣播域
QUESTION 340
What is the effect of using the service password-encryption command?(11.2.2-2)
A. nly passwords configured after the command has been entered will be encrypted.
B. Only the enable password will be encrypted.
C. Only the enable secret password will be encrypted
D. It will encrypt the secret password and remove the enable secret password from the configuration.
E. It will encrypt all current and future passwords.
Answer: E
Explanation/Reference:
E.加密已經有的和未來的密碼







QUESTION 341
Refer to the exhibit.A technician has installed SwithchB and needs to configure it for remote access From the management workstation connected SwitchA Which set of commands is required to accomplish this task?(2.3.6-1)
[image: ]
A. SwitchB(config)#interface FastEthernet 0/1
SwitchB(config)#ip address 192.168.8.252 255.255.255.0
SwitchB(config)#no shutdown
B. SwitchB(config)#ip default-gateway 192.168.8.254
SwitchB(config)#interface vlan 1
SwitchB(config)#ip address 192.168.8.252 255.255.255.0
SwitchB(config)#no shutdown
C. SwitchB(config)#interface vlan 1
SwitchB(config)#ip address 192.168.8.252 255.255.255.0
SwitchB(config)#ip default-gateway 192.168.8.254 255.255.255.0
SwitchB(config)#no shutdown
D. SwitchB(config)#ip default-network 192.168.8.254
SwitchB(config)#interface vlan 1
SwitchB(config)#ip address 192.168.8.252 255.255.255.0
SwitchB(config)#no shutdown
Answer: B
Explanation/Reference:
想要遠端管理交換機需要在交換機上的配置，B正確


QUESTION 342
Refer to the exhibit.The speed of all serial links is E1 and the speed of the all Ethernet links is 100Mb/s.A static route will be established on the Manchester router to the direct traffic toward the internet over the most direct path available.What configuration on the Manchester router will establish a router toward the internet for traffic that originates from workstation on the Manchester LAN?(2.6.2-1)
[image: ]
A. ip route 0.0.0.0 255.255.255.0 172.16.100.2
B. ip route 0.0.0.0 255.255.255.252 128.107.1.1
C. ip route 0.0.0.0 0.0.0.0 128.107.1.1
D. ip route 0.0.0.0 0.0.0.0 172.16.100.1
E. ip route 0.0.0.0 255.255.255.255 172.16.100.2
F. ip route 0.0.0.0 0.0.0.0 172.16.100.2
Answer: F
Explanation/Reference:
設置靜態路由











QUESTION 343
What Frame Relay mechanism is used to build the map illustrated in the accompanying graphic?(3.1.5-1)
[image: ]
A. inverse multiplexing
B. LMI maping
C. Inverse ARP
D. ARP
E. Proxy ARP
Answer: C
Explanation/Reference:
幀中繼使用Inverse ARP將IP位址解析為DLCI號



















QUESTION 344
Refer to the exhibit.A network engineer is troubleshooting an internet connectivity problem on thecomputer.What is causing the problem?(6.2.5-1)
[image: ]
A. wrong DNS server
B. wrong default gateway
C. incorrect IP address
D. incorrect subnet mask
Answer: C
Explanation/Reference:










QUESTION 345
How many broadcast domains are shown in the graphic assuming only the default vlan is configured on the switches?(3.1.1-2)
[image: ]
A. one
B. six
C. twelve
D. two
Answer: A
Explanation/Reference:
QUESTION 346
How dose a DHCP server dynamically assign IP address to host?(7.1.2-1)
A. Addresses are allocated after a negotiation between the server and the host to determine the length of the agreement.
B. Addresses are assigned for a fixed period of time.At the end of period,a newquest for an address must be made ,and another address is then assigned.
C. Addresses are leased to host.A host will usually keep the same address by periodically contacting the DHCP sever to renew the lease.
D. Addresses are permanently assigned so that the host uses the same address at all times.
Answer: C
Explanation/Reference:





QUESTION 347
Which type of EIGRP route entry describes a feasible successor?(9.4.4-1)(9.4.4-2)
A. a primary route,stored in the routing table
B. a backup route,stored in the routing table
C. a backup route,stored in the topology table
D. a primary route,stored in the topology table
Answer: C
Explanation/Reference:
可行後繼作為替補存在拓撲表中
QUESTION 348
What is the purpose of the inverse ARP?(3.1.5-1)
A. to map a known DLCI to an IP address
B. to map a known IP address to a MAC address
C. to map known SPID to a MACaddress
D. to map a known DLCI to a MAC address
E. to map a known IP address to a SPID.
F. to map a known MAC address to an IP address
Answer: A
Explanation/Reference:
反向ARP的作用，前面已經講過
QUESTION 349
What is the default maximum number of equal-cost paths that can be placed into the routing of a cisco OSPF router?(3.3.3-1)
A. 16
B. 2
C. unlimited
D. 4
Answer: D
Explanation/Reference:
OSPF默認等價均衡鏈路為4條





QUESTION 350
Which IPV6 routing protocol uses multicast group FF02::9 to send updates?(7.3.6-2)
A. RIPng
B. OSPFv3
C. static
D. IS-IS for IPv6
Answer: A
Explanation/Reference:
RIPng通過組播地址FF02：：9更新
What are two benefits of using NAT?(choose two)(7.2.3-1)
A. NAT protects network security because private networks are not advertised.
B. NAT accelerates the routing process because no modifications are made on the packets.
C. Dynamic NAT facilitates connections from the outside of the network.
D. NAT facilitates end-to-end communication when IPsec is enable.
E. NAT eliminates the need to re-address all host that require extemal access.
F. NAT conserves addresses through host MAC-level multiplexing.
Answer: AE
Explanation/Reference:
E.NAT 消除了當需要外部鏈結時每個主機都需要一個不同IP位址
QUESTION 352
Which three statements about RSTP are true?(choose three)(5.4.6-3)(5.4.3-1)
A. RSTP significantly reduces topology reconverging time after a link failure.
B. RSTP expends the STP port roles by adding the alternate and backup roles.
C. RSTP port atates are blocking,discarding,learing,or forwarding.
D. RSTP also uses the STP proprsal-agreement sequence.
E. RSTP use the same timer-baseed process as STP on point-to-point links.
F. RSTP provides a faster transition to the forwarding state on point-to-point links than STP does.
Answer: ABF
Explanation/Reference:
A能夠減少彙聚時間
B比STP增加了埠角色alternat和backup
F在點到點鏈路提供比STP更快的傳輸和轉發
QUESTION 353
Refer to the exhibit.The serial0/0 interface of the Tampa router connects the Oriando router.Which two statements are true about the connection between these two routers?(choose two)(9.5.2-1)(2.2.2-2)(2.2.4-1)
[image: ]
A. The only device with which the Tampa router will negotiate a data link is theOrlando router.
B. The link is addressed on the *zero*subnet 10.0.0.0 network.
C. The link uses a three-way handshake for authentication.
D. The link uses a two-way handshake for authentication.
E. Data exchanges between the Oriando and Tampa routers are encrypted.
Answer: BC
Explanation/Reference:
QUESTION 354
A switch is configured as a vtp sever with a domain name of CCNA.Which cisco ios privileged mode command,followed by a reload of the swith,will reset the VTP management domain name of the switch to a NULL value?(3.3.3-3)(4.3.3-1)
A. #vtp domain unset
B. #delete vlan.dat
C. #no vtp domain
D. #vtp domain null
Answer: B
Explanation/Reference:
刪除VTP資料需要刪掉vlan資料庫並重啟

QUESTION 355
If an Ethernet port on a router was assigned an IP address of 172.1.1.1/20,what is the maximum number of hosts allowed on this subnet?(6.5.1-1)
A. 4094
B. 1024
C. 8190
D. 2046
E. 4096
Answer: A
Explanation/Reference:
2的12次方減2	
QUESTION 356
Which two statements about static NAT translations are true?(choose two)(7.2.2-2)
A. They are always present in the NAT table.
B. They allow connection to be initiated from the outside.
C. They can be configured with access lists, to allow two or more connections to be initiated from the outside.
D. They require no inside or outside interface markings because addresses are statically defined.
Answer: AB
Explanation/Reference:
靜態NAT
A出現在NAT表中
B允許來自外部的鏈結
QUESTION 357
Which of these represents an IPv6 link-local address?(7.3.2-2)
A. FE08::280e:611:a:f14f:3d69
B. FE81::280f:512b:e14f:3d69
C. FE80::380e:611a:e14f:3d69
D. FEFE:0345:5f1b::e14d:3d69
Answer: C
Explanation/Reference:
IPv6本地地址FE80開頭後面為本地mac地址
QUESTION 358
What are three features of the IPV6 protocol?(choose three)(7.3.1-3)
A. complicated header
B. plug-and-play
C. no broadcasts
D. checksums
E. optional IPsec
F. autoconfiguration
Answer: BCF
Explanation/Reference:
B即插即用
C沒廣播地址
F自動設置
QUESTION 359
Assuming default setting,how can you erase the VTP database of VLANs on a
CISCO IOS switch running in VTP server mode?(3.3.3-3)(4.3.3-1)
A. Enable VTP pruning
B. From privileged mode ,erase the startup configuration file,then reload.
C. From privileged mode ,erase the vlan date file, then reload.
D. Cycle the switch power.
Answer: C
Explanation/Reference:
刪除VTP資料需要刪掉vlan資料庫並重啟











QUESTION 360
Refer to the exhibit.which address and mask combination a summary of the routes learned by EIGRP?(9.5.3-1)
[image: ]
A. 192.168.25.0 255.255.255.240
B. 192.168.25.16 255.255.255.252
C. 192.168.25.0 255.255.255.252
D. 192.168.25.28 255.255.255.240
E. 192.168.25.16 255.255.255.240
F. 192.168.25.28 255.255.255.240
Answer: E
Explanation/Reference:
路由匯總一定要匯總為最小的網段

















QUESTION 361
Refer to the exhibit A frame on vlan 1on switch s1 is sent to switch s2 when the frame is received on vlan 2,what causes this behavior?(6.1.1-1)
[image: ]
A. trunk mode mismatches
B. vlans that do not correspond to a unique IP subnet
C. native vlan mismatches
D. allowing only vlan 2 on the destination.
Answer: C
Explanation/Reference:
兩交換機本征vlan不一樣，不能正常通信









QUESTION 362
Refer to the exhibit.The network administrator normally establishes a telnet session with the switch from host A.However,host A is unavailable.The administrator_s attempt to the switch from host B fails,but pings to the other two hosts are successful.what is the issue?(2.3.6-1)
[image: ]
A. Host B and the switch need to be in the same subnet.
B. The switch needs and appropriate default gateway assigned.
C. The switch interface connected to the router is down.
D. Host B need to be assigned an IP address in vlan 1.
Answer: B
Explanation/Reference:
遠端管理交換機需要在交換機上設置default gateway和vlan IP
QUESTION 363
What value is primarily used to determine which port becomes the root port on each nonroot switch in a spanning-tree topology?(5.3.3-1)
A. lowest port MAC address
B. port priority number and MAC address.
C. VTP revision number
D. highest port priority number.
E. path cost
Answer: E
Explanation/Reference:
此處為選舉跟埠。選舉跟橋先看優先順序
QUESTION 364
Refer to the exhibit.Router 1 was just successfully rebooted.identify the current OSPF router ID for Router 1.(11.2.4-1)
[image: ]
A. 208.149.23.194
B. 220.173.149.10
C. 208.149.23.162
D. 190.172.32.10
Answer: A
Explanation/Reference:
router id 如果沒有手動設置，先選環回口最大ip位址，沒有環回口選物理埠最大IP位址
QUESTION 365
Why do large OSPF networks use a hierarchical design?(choose three)(11.4.1-4)(11.4.1-3)
A. to confine network instability to single areas of the network.
B. to reduce the complexity of router configuration
C. to speed up convergence
D. to lower costs by replacing routers with distribution layer switches
E. to decrease latency by increasing bandwidth
F. to reduce routing overhead
Answer: ACF
Explanation/Reference:







QUESTION 366
A network administrator receives an error message while tring to configure the Ethernet interface of a router with IP address 10.24.24.24/29.which statement explains the reason for this issue?(6.4.2-1)
A. The address is a broadcast address
B. The Ehernet interface is faulty
C. VLSM-capable routing protocols must be enable first on the router.
D. This address is a network address.
Answer: D
Explanation/Reference:
此地址為網路位址
QUESTION 367
Which two are advantages of static routing when compared to dynamic routing?(choose two)(1.3.1-1)(1.3.4-1)
A. Security increases because only the network administrator may change the routing tables.
B. Configuration complexity decreases as network size increases.
C. Routing updates are automatically sent to neighbors.
D. Route summarization iscompued automatically by the router.
E. Routing traffic load is reduced when used in stub network links
F. An efficient algorithm is used to build routing tables,using automatic updates.
G. Routing tables adapt automatically to topology changes.
Answer: AE
Explanation/Reference:
靜態路由相比動態路由的好處











QUESTION 368
A company has a small network,consisting of a single switch and a single router.The switch has been configured with two vlans,and route-on-a-stick is being configured on the router for inter-vlan routing. A trunk is configured to connect the switch to the router.What is the minimum number of router Subinterfaces that are required for all the vlans to communicate?(6.1.2-5)
A. one
B. three
C. two
D. zero
Answer: C
Explanation/Reference:
單臂路由一個vlan需要一個子介面
QUESTION 369
Which command can be a router to verify the layer 3 path to a host?(11.3.5-1)
A. traceroute address
B. tracert address
C. ssh address
D. telnet address
Answer: A
Explanation/Reference:
tracert是windows的命令
QUESTION 370
Which dose the frame-relay interface-dlci command configure?(3.1.5-1)
A. remote DLCI on the main interface
B. local DLCI on the main interface
C. local DLCI on the subinterface
D. remote DLCI on the subinterface
Answer: C
Explanation/Reference:
只有子介面使用此命令


QUESTION 371
What is the OSPF default frequency,in seconds,at which a cisco router sends hello packets on a multi-access network?(11.1.4-2)
A. 10
B. 40
C. 30
D. 20
Answer: A
Explanation/Reference:
OSPF發送hello包默認10s
QUESTION 372
Refer to the exhibt.Host A has tested connectivity to a remote network.What is the default gateway for host A?(11.3.4-1)
[image: ]
A. 172.16.182.1
B. 192.168.1.1
C. 10.16.176.1
D. 192.168.1.6
Answer: A
Explanation/Reference:
與外網通信先送閘道








QUESTION 373
Which commands is necessary to permit SSH or Telnet access to a cisco switch that is otherwise configured for these vty line protocols?(4.2.4-2)
A. transport type all
B. transport output all
C. transport preferred all
D. transport input all
Answer: D
Explanation/Reference:
D.define all protocols to use when to connecting to terminal server
QUESTION 374
Which command shows your active Telnet connections?(3.3.8-2)
A. show session
B. show cdp neighbors
C. show users
D. show queue
Answer: A
Explanation/Reference:
哪一個命令顯示活動的telnet對話
QUESTION 375
Which two states are the port states when RSTP has converged?(choose two)(5.4.6-1)
A. blocking
B. learning
C. disabled
D. forwarding
E. listening
Answer: AD
Explanation/Reference:
那兩個是收斂後的RSTP狀態，AD







QUESTION 376
There are no boot system commands in a router configuration in NVRAM.What is the fallback sequence that router will use to find an ios during reload?(4.5.2-2)(4.5.4-1)
A. Flash,TFTP server,ROM
B. Flash,NVRAM,ROM
C. ROM,NVRAM,TFTP server
D. NVRAM,TFTP server,ROM
E. TFTP server,Flash,NVRAM
Answer: A
Explanation/Reference:
默認路由器載入IOS順序
QUESTION 377
Refer to the graphic.A host is connected to switch port Fa0/3 with a crossover cable.The host and switch have…as shown.However,the port indicator on switch port Fa0/3 is not on,and the host can not communicate with…to vlan 2 on the same switch.Based on the information given.what is the problem?(8.3.3-2)
[image: ]
A. The switch has been assigned an incorrect subnet mask.
B. Switch port FA0/3 is not configured as a trunk port
C. Switch port FA0/3 has been blocked by STP
D. The switch and the hosts must be in the same subnet
E. The cable is the wrong type
Answer: E
Explanation/Reference:
電腦與交換機錯用了交叉線


QUESTION 378
Refer to the exhibit.Which user-mode password has just been set?(11.2.2-2)
[image: ]
A. Telnet
B. Auxiliary
C. SSH
D. Console
Answer: A
Explanation/Reference:
QUESTION 379
DNS servers provide what service?(3.3.1-2)
A. they run a spell check on host names to ensure accurate routing
B. they map individual hosts to their specific IP address
C. they convert domain names into IP address
D. Given an IP address,they determine the name of the host that is…
Answer: C
Explanation/Reference:
功能變數名稱解析
QUESTION 380
Which command enables RSTP on a switch?(5.4.7-1)
A. spanning-tree mode rapid-pvst
B. spanning-tree uplinkfast
C. spanning-tree backbonefast
D. spanning-tree mode mst
Answer: A
Explanation/Reference:
啟用RSTP的命令



QUESTION 381
Which two are features of IPv6?(choose two)(7.3.2-2)(7.3.6-2)
A. multicast
B. broadcast
C. allcast
D. podcast
E. anycast
Answer: AE
Explanation/Reference:
A組播
E任意播
ipv6沒有廣播
QUESTION 382
Which statement about access lists that are applied to an interface is true?(5.2.4-1)(5.3.3-1)
A. you can apply multiple access lists with the same protocol or in different…
B. you can config one access list,per direction,per layer 3 protocol
C. you can place as many access lists as you want on any interface
D. you can apply only one access list on any interface
Answer: B
Explanation/Reference:
一個埠可以配置In out兩個ACL，正確答案為B
QUESTION 383
Which item represents the standard IP ACL?(5.1.7-1)
A. access-list 50 deny 192.168.1.1 0.0.0.255
B. access-list 110 permit ip any any
C. access-list 2500 deny tcp any host 192.168.1.1 eq 22
D. access-list 101 deny tcp any host 192.168.1.1
Answer: A
Explanation/Reference:
標準ACL 範圍1-99


QUESTION 384
What is one benefit of PVST+?(5.4.2-1)
A. PVST+reduces the CPU cycles for all the switches in the network
B. PVST+automatically selects the root bridge location,to provide optimiz…
C. PVST+allow the root switch location to be optimized per vlan.
D. PVST+supports Layer 3 load balancing without loops.
Answer: C
Explanation/Reference:
QUESTION 385
The command frame-relay map ip 10.121.16.8 102 broadcast was entered on the router. Which of the following statement is true concering this command?(3.1.5-1)
A. The broadcast option allows packets,such as RIP updates,to be forwarded access the PVC.
B. The command shoud be executed from the goble configuration mode.
C. 102 is he remote DLCI that will recive the information.
D. The ip address 10.121.16.8 is the local router port used to forward date.
E. This command is required for all Frame Rely configurations
Answer: A
Explanation/Reference:
QUESTION 386
Refer to the exhibit,how many interfaces on R1 should be configured as ip nat inside to grant external
access to the entire….?
A. 1
B. 3
C. 4
D. 5
Answer: C
Explanation/Reference:









QUESTION 386
Refer to the exhibit,how many interfaces on R1 should be configured as ip nat inside to grant external access to the entire….?(7.2.5-1)(6.4.2-1)
[image: ]
A. 1
B. 3
C. 4
D. 5
Answer: C
Explanation/Reference:
QUESTION 387
Which can be done to secure the virtual terminal interfaces on a router?(choose two)(4.2.4-2)
A. Administratively shut down the interfaces.
B. Physically secure the interfaces.
C. Configure a virtual terminal password and login process.
D. Enter an access list and apply it to the terminal interfaces using the access-class command.
E. Create an access list and apply it to the terminal interfaces using the access-group command.
Answer: CD
Explanation/Reference:





QUESTION 388
Refer to the exhibit,a network administrator cannot establish a telnet session with the indicated router. What is the cause of this failure?(11.2.2-1)
[image: ]
A. A level 5 password is not set
B. The vty password is missing
C. The console password is missing
D. An ACL is blocking Telnet access
Answer: B
Explanation/Reference:






QUESTION 389
Which protocol is an open standard protocol framework that is commonly used in VPNs,to provid secure end-to-end communication?(6.3.7-1)
A. L2TP
B. IPsec
C. PPTP
D. RSA
Answer: B
Explanation/Reference:
QUESTION 390
Your boss is learning a CCNA training course, refer to the exhibit. The access list has been configured on the S0/0 interface of router RTB in the outbound direction. Which two packets, if routed to the interface, will be denied? (Choose two)(5.2.3-1)(3.3.1-1)
[image: ]
access-list 101 deny tcp 192.168.15.32 0.0.0.15 any eq telnet
access-list 101 permit ip any any
A. source ip address: 192.168.15.5; destination port: 21
B. source ip address:, 192.168.15.37 destination port: 21
C. source ip address:, 192.168.15.41 destination port: 21
D. source ip address:, 192.168.15.36 destination port: 23
E. source ip address: 192.168.15.46; destination port: 23
F. source ip address:, 192.168.15.49 destination port: 23
Answer: DE
Explanation/Reference:





QUESTION 391
Refer to the graphic. It has been decided that PC1 should be denied access to Server. Which of the following commands are required to prevent only PC1 from accessing Server1 while allowing all other traffic to flow normally? (Choose two)(5.3.2-1)(5.3.3-1)
[image: ]
A. Router(config)# interface fa0/0
Router(config-if)# ip access-group 101 out
B. Router(config)# interface fa0/0
Router(config-if)# ip access-group 101 in
C. Router(config)# access-list 101 deny ip host 172.16.161.150 host 172.16.162.163
Router(config)# access-list 101 permit ip any any
D. Router(config)# access-list 101 deny ip 172.16.161.150 0.0.0.255 172.16.162.163 0.0.0.0
Router(config)# access-list 101 permit ip any any
Answer: BC
Explanation/Reference:
QUESTION 392
An access list was written with the four statements shown in the graphic. Which single access list statement will combine all four of these statements into a single statement that will have exactly the same effect?(2.6.1-1)
[image: ]
A. access-list 10 permit 172.29.16.0 0.0.0.255
B. access-list 10 permit 172.29.16.0 0.0.1.255
C. access-list 10 permit 172.29.16.0 0.0.3.255
D. access-list 10 permit 172.29.16.0 0.0.15.255
E. access-list 10 permit 172.29.0.0 0.0.255.255
Answer: C
Explanation/Reference:

QUESTION 393
A network administrator wants to add a line to an access list that will block only Telnet access by the Hosts on subnet 192.168.1.128/28 to the server at 192.168.1.5. What command should be issued to accomplish this task?(5.2.6-1)(5.3.2-1)
A. access-list 101 deny tcp 192.168.1.128 0.0.0.15 192.168.1.5 0.0.0.0 eq 23
access-list 101 permit ip any any
B. access-list 101 deny tcp 192.168.1.128 0.0.0.240 192.168.1.5 0.0.0.0 eq 23
access-list 101 permit ip any any
C. access-list 1 deny tcp 192.168.1.128 0.0.0.255 192.168.1.5 0.0.0.0 eq 21
access-list 1 permit ip any any
D. access-list 1 deny tcp 192.168.1.128 0.0.0.15 host 192.168.1.5 eq 23
access-list 1 permit ip any any
Answer: A
Explanation/Reference:
QUESTION 394
As a network administrator, you have been instructed to prevent all traffic originating on the LAN from entering the R2 router. Which the following command would implement the access list on the interface of the R2 router?(5.3.3-1)
[image: ]
A. access-list 101 in
B. access-list 101 out
C. ip access-group 101 in
D. ip access-group 101 out
Answer: C
Explanation/Reference:








QUESTION 395
The following access list below was applied outbound on the E0 interface connected to the 192.169.1.8/29(5.3.1-1)
LAN:
access-list 135 deny tcp 192.169.1.8 0.0.0.7 eq 20 any
access-list 135 deny tcp 192.169.1.8 0.0.0.7 eq 21 any
How will the above access lists affect traffic?
A. FTP traffic from 192.169.1.22 will be denied
B. No traffic, except for FTP traffic will be allowed to exit E0
C. FTP traffic from 192.169.1.9 to any host will be denied
D. All traffic exiting E0 will be denied
E. All FTP traffic to network 192.169.1.9/29 will be denied
Answer: D
Explanation/Reference:
QUESTION 396
The access control list shown in the graphic has been applied to the Ethernet interface of router R1 using the ip access-group 101 in command. Which of the following Telnet sessions will be blocked by this ACL?
(Choose two)(5.3.3-1)
[image: ]
[image: ]
A. from host PC1 to host 5.1.1.10
B. from host PC1 to host 5.1.3.10
C. from host PC2 to host 5.1.2.10
D. from host PC2 to host 5.1.3.8
Answer: BD
Explanation/Reference:



The following configuration line was added to router R1 
Access-list 101 permit ip 10.25.30.0 0.0.0.255 any
What is the effect of this access list configuration?(5.2.3-2)
A. ermit all packets matching the first three octets of the source address to all destinations
B. permit all packet matching the last octet of the destination address and accept all source addresses
C. permit all packet matching the host bits in the source address to all destinations
D. permit all packet from the third subnet of the network address to all destinations
Answer: A
Explanation/Reference
QUESTION 398
A default Frame Relay WAN is classified as what type of physical network?(3.1.1-1)
A. point-to-point
B. broadcast multi-access
C. nonbroadcast multi-access
D. nonbroadcast multipoint
E. broadcast point-to-multipoint
Answer: C
Explanation/Reference:
QUESTION 399
Which of the following are key characteristics of PPP? (Choose three.)(2.2.1-1)
A. can be used over analog circuits
B. maps Layer 2 to Layer 3 address
C. encapsulates several routed protocols
D. supports IP only
E. provides error correction
Answer: ACE
Explanation/Reference:









QUESTION 400
Refer to the exhibit. What is the meaning of the term dynamic as displayed in the output of the show frame-relay map command shown?(3.1.5-1)
[image: ]
A. The Serial0/0 interface is passing traffic.
B. The DLCI 100 was dynamically allocated by the router
C. The Serial0/0 interface acquired the IP address of 172.16.3.1 from a DHCP server
D. The DLCI 100 will be dynamically changed as required to adapt to changes in the Frame Relay cloud
E. The mapping between DLCI 100 and the end station IP address 172.16.3.1 was learned through Inverse
ARP
Answer: E
Explanation/Reference:
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